
	Data Stewardship and Security Task Force
Cordelia Camp 101a
Thursday – May 1, 2008


	Present
	Steve Christison, Debbie Justice, Lisa Gaetano, Larry Hammer, Scott Koger, Mary Ann Lochner, Jeanine Newman, David Onder, Bil Stahl, Scott Swartzentruber, and Leila Tvedt


	Absent
	Larry Hammer, Leila Tvedt, and Ami Williams


	Recorder
	Jenny Owen


	General Updates
	· Bil Stahl opened the meeting by reporting on a recent data security incident that took place in IT Client Services. Stahl said he will be requiring everyone in the IT Division to attend a special general staff meeting that will be devoted to learning about the importance of IT data security. Stahl said new processes will be put into effect immediately that will help prevent any other data security breaches in the IT Division.

· The Task Force discussed the problem of not having a process on what happens when Computrace finds stolen laptops. Some of the issues: whether or not to prosecute, allow law enforcement to hold recovered laptops for evidence; do we have the right to delete sensitive data from stolen laptops when law enforcement insists on keeping data intact for prosecution purposes. The group also talked about whether or not to publicize Computrace to the campus community. 

· Stahl said he is in the process of putting together a group from IT that would go to individual offices, upon request, to talk about best practices for IT data security and do a “sweep” of that office to see if any data is vulnerable.

· Stahl reported that the digital imaging management system currently in Administration and Finance might be converted into an enterprise-wide system for the campus. However, no processes have been defined that would address what to scan, how long to retain scans, how to prevent duplication, etc.  



	Action Items
	· Mary Ann Lochner agreed to attend the special IT general staff meeting on May 20 to talk about the legal aspects of IT data security.

· Lochner also agreed to follow up with Diana Catley on the status of the online training for data security that will be required for all university employees.
· Lochner will check with Sam Miller on the status of his justification memo for using social security numbers.

· Lochner agreed to research Computrace prosecution issues and report back to the Task Force.

· Lochner also said later this summer, she will have a draft of the “stem-the-tide” memo for the Task Force to review and approve.
· Stahl asked Jenny Owen to follow up with Leila Tvedt on the status of her revised communication plan.

· Steve Christison offered to email to task force members information on evaluations for third-party products for data encryption. 

· Scott Koger asked Jeanine Newman to provide him with the name of who to contact to find out what protocol OSP is using to send payroll data over the Internet.




 

 

 

 

