
	Data Stewardship and Security Task Force
Cordelia Camp 101a
Thursday – March 6, 2008


	Present
	Steve Christison, Lisa Gaetano, Larry Hammer, Scott Koger, Mary Ann Lochner, David Onder, Bil Stahl, Scott Swartzentruber, and Leila Tvedt


	Absent
	Debbie Justice, Jeanine Newman and Ami Williams


	Recorder
	Jenny Owen


	Draft Communication Plan
	· The Task Force received a copy of the draft Security Breach Incidents Communications Plan from Leila Tvedt. Tvedt suggested sending quarterly email updates to the campus community to help reinforce some of the messages in the draft communications plan.



	Action Item
	· Tvedt was asked to “firm up” the guidelines by the next meeting. 



	Justification Letters for Collecting SSNs
	· The Task Force reviewed the justification letters for collecting social security numbers. 
Suggestions/comments:

· Who should be approving these requests?
· There is confusion across campus about whether to put SSNs or 92 numbers on timesheets and leave forms. Larry Hammer suggested providing the campus community with “pictures” of the forms that require SSNs.

· Bil Stahl reminded the group that justification letters are to be reviewed and renewed annually.
· Stahl suggested the Task Force submit a short memo to the Executive Council with each of the data stewards’ names on it, and then distribute it to staff yearly or perhaps twice a year.

· Mary Ann Lochner gave a brief summary report on the status of the College of Business since their security breach incident.


	Action Items
	The Task Force agreed to the following:
· A member from the Data Stewardship and Security Task Force who represents a particular division should be the person to follow up with staff in that division about issues related to their justification letters, security offenses or questionable processes, and then report back to the Task Force.
· If an office is keeping hard copies of documents that include SSNs, they should “black out” or redact those numbers.

· Steve Christison agreed to follow up with Kathy Wong and Nancy Phillips about sending something out to the campus community to help clarify the confusion about which form (timesheet/leave form) require SSNs and which form require 92 numbers. 
· Lochner will follow up with Kathy Wong to see if general security training is covered in Human Resources new employee/faculty orientations. 
· Lochner will also follow up with Kathy Wong about getting the staff training on general security awareness into the Training Register. However, before it is rolled out to staff, Lochner and Stahl will contact the Staff Forum and the Faculty Senate about doing the presentation to them first.

· Scott Koger will follow up with Michele Sutton in the Motor pool to find out why they have added a field to collect drivers’ license numbers in the online car reservation form. Koger explained that there is a difference (as far as security goes) between collecting drivers license numbers on paper forms vs online forms.
· Koger will follow up with CEAP to make sure they are using a secure protocol when they email spreadsheets to the NC Department of Public Instruction as described in item 6 of their letter.

· Larry Hammer agreed to follow up with CEAP on several other issues in their justification letter specifically related to items 4 and 5. He will ask them how they are sharing sensitive information electronically. Hammer also agreed to talk to them about questions the Task Force had about their documentation for short-term hires.
· Steve Christison agreed to talk to Bill Clark in the Ramsey Center about their practice of keeping timesheets for 5 years and to make sure SSNs are blacked out on timesheets that are kept.

· Stahl agreed to contact Distance Education about the status of their justification letter.

· Tvedt will follow up with Advancement & External Affairs about the status of their justification letter.

· Lochner agreed to follow up with Student Affairs on the status of their justification letter.
· Stahl will contact the Graduate School about the status of their justification letter.

· After everyone reports back to the Task Force on the various justification letter follow-ups, Stahl will let the Executive Council know the status of the justification letters.

· Scott Swartzentruber agreed to follow up with University Police to make certain all their data with SSNs are stored on a secure server.
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